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Revision History

Date Version Description Author
05/22/2008 1 Consortium Acceptance Review Draft Jason Holzbach,
Lou Ansaldi
06/06/2008 2 Design Basline Jason Holzbach,
(Updated according to Consortium Review) Lou Ansaldi
07/25/2008 3 Section 4.8 Jason Holzbach

Made the XSD’s it's own section to allow for
a description of what the XSD’s are
representing. Added agreed upon text for
the XSD’s from Section 2 of CCB #2. (All
subsequent sections numbers are
incremented due to this change.)

Section 4.8.3

Added a TransmissionQueryCommon
Elements.xsd which contains common
elements from the Transmission xsd’s —
nothing new was added — restructing avoids
parsing errors present in original design

Section 4.8.6

Replaced RequestResponseTypeElements
.xsd with the new types according to the
CCB #2 document

Section 4.4.3, Section 4.4.4, Section 4.4.8,
and Section 4.4.9

Updated WSDL sections that deal with a re-
pull because of information gained in
development — nothing new was added —
restructing avoids parsing errors present in
original design

Section 4.5

Changed Request business rule error
messages 11 and 12 to match what was
agreed upon in CCB #2.
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12/24/2008

4

45.1 Claim Request Acknowledgement
Error Codes

Updated error code numbers

4.5.2 Claim Response Acknowledgement
Error Codes

Updated error code numbers and added
261, 262, 263

4.6 State WSDL

Replaced WSDL in document with links to
the location of latest version

4.7 EmployerTPA WSDL

Replaced WSDL in document with links to
the location of latest version

4.8 XSD Files

Added explanation of how nulls are handled
by SIDES

4.8.1 StateTransmissionQuery.xsd

Replaced XSD in document with links to the
location of latest version

4.8.2 EmployerTPATransmission
Query.xsd

Replaced XSD in document with links to the
location of latest version

4.8.3 TransmissionQueryCommon
Elements.xsd

Replaced XSD in document with links to the
location of latest version

Jason Holzbach
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4.8.4 SeparationRequest.xsd

Replaced XSD in document with links to the
location of latest version

4.8.5 SeparationResponse.xsd

Replaced XSD in document with links to the
location of latest version

4.8.6 RequestResponseType
Elements.xsd

Replaced XSD in document with links to the
location of latest version

4.9 SOAP Headers

Changed all SOAP headers to use
https://uidataexchange.org

5 Security Framework

Provides additional detail on XML Secure
Timestamp, X.509, XML digital signature,
reference to the OASIS standard, example
State Post SOAP message with security
layer applied, and specification of the order
in which message level security cnstructs
must be applied

6 Putting It All Together

Changed all references to use
https://uidataexchange.org

7.3.1 Pseudo Code Assumptions

Updated assumptions discussion and bullet
list

Changed 'deserialize’ to 'unmarshall' in
pseudo code

04/29/09 5 Made changes to the reports section of the
Website Flows to bring them in line with Use
Case 7.0.
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Removed 4.5.2 Claim Response
Acknowledgement Error Codes number 253,
255

Changed 4.5.2 Claim Response
Acknowledgement Error Codes number 261.

Added 4.5.2 Claim Response
Acknowledgement Error Codes numbers 264

Updated 4.5.2 Claim Response
Acknowledgement Error Codes humbered
211, 213, 216 to match what was in the
Appendix E. No functional change — just a
textual change.

Updated Security sections to reflect the
Digital Signature, Encrypt, Timestamp
method.

Added SOAPAction section

Changed the WSDL definitions to include the
SOAP Action (used the WSDL:binding
instead of the WSDL:portType to describe
the methods)

Added a table in the Custom SOAP headers
section that defines what each of the custom
header elements are.

Added clarification on the certificate needed
— SHA1withRSA with a SubjectKeyldentifier.

Pasted a new sample SOAP message on
top of the old one to show the new security
in section 5.6.

Updated section 5.7

8/3/09

Updated Business Rules (4.5.2) to match
what was CCB #5

Jason Holzbach

8/17/09

Updated class diagrams, entity relationship
diagrams, web screens and tools to match
current design state.

Jason Holzbach

10/01/09

Added Error Codes in Section 4.5 to CCB #6
(102, 202)

Corrected documentation errors in Section
4.5 (219, 224, 229, 241, 247)

Jason Holzbach

12/08/09

Changed ViolateCompanyPolicylnd to
DischargePolicyAwarelnd in section 4.5.2 —
number 235

Jason Holzbach / Colin
Lennox

Technical Design




Version 9 — Design Baseline — 12-08-2009

Copyright © 2008 - 2009 National Association of State Workforce Agencies. All Rights Reserved.

1 INTRODUGCTION. ..ciititiiiiiiiiiietiete ettt ettt ettt eeeeeeeeeeeeeeaeeeeeaeeeeeeseeeeesssssnnssnnnnees 9
11 PUIPOSE. ..t b e et et r e e r e e rre s 9
1.2 OVerview Of ATCHITECIUIE ......ccviiiieieee e enneas 10
1.3 Overview of SOftware ArChItECIUIE ..........oiuiiiiiieieeee e 12
1.4 Overview of Hardware ArcChiteCtUre..........cceiveiieiiieie e 13

2 FUNCTIONAL FLOWS ... ettt ssssssssannnnnes 14
2.1 PUIPOSE. ..ttt r et res 14
2.2 Use Case 1.0 Post Claim Request File t0 BroKer..........cccooeiiiiiiinieiieiieie e 14

2.2.1 MAIN FIOW ...ttt e e e e e enes 14
2.2.2 AIErnate FIOW L1.6.1 ... 15
2.2.3 AREINALE FIOW 1.6.2 ...eeeieieiee et 16
224 EXCEPLION FIOW 1.7.1 .ottt s 17
2.2.5 EXCEPLION FIOW 1.7.2 ...ttt 18
2.2.6 EXCEPLION FIOW 1.7.3 ... e 19
2.2.7 EXCEPLION FIOW 1.7.4 ..cooioeeeeeee ettt 20
2.2.8 EXCEPLION FIOW 1.7.5 .o e 21
2.2.9 EXCEPLION FIOW 1.7.6 ...cviiiiiieie ettt 22
2.2.10  EXCEPLION FIOW L.7.7 .ottt et 23
2.2.11  EXCEPLION FIOW 1.7.8 ...ciieiiie ettt 24
2.3 Use Case 2.0 Post Claim Response File t0 BroKer ..........cccoceieiiiieiiniinie e 25
2.3.1 MAIN FIOW ...t e et e sre e enes 25
2.3.2 AIErNate FIOW 2.6.1 ... 26
2.3.3 AREINALE FIOW 2.6.2 ... enes 27
234 EXCEPLION FIOW 2.7.1 ... e 28
2.35 EXCEPLION FIOW 2.7.2 ...ttt 29
2.3.6 EXCEPLION FIOW 2.7.3 ...ttt 30
2.3.7 EXCEPLiON FIOW 2.7.4 ..o 31
2.3.8 EXCEPLION FIOW 2.7.5 ... 32
2.3.9 EXCEPLION FIOW 2.7.6 ... 33
2.3.10  EXCEPLION FIOW 2.7.7 ..ottt 34
2.3.11  EXCEPION FIOW 2.7.8 ...t 35
2.4 Use Case 3.0 Pull File from BroKEr .........ccoveiiiiiiieie e 36
24.1 MAIN FIOW ...ttt e areenre e enes 36
2.4.2 AIErNate FIOW 3.6.1 .....oooiiiiiiicce e 37
243 AIEINALE FIOW 3.6.2 ...t 38
2.4.4 AIErNate FIOW 3.6.3 ..ot 39
245 EXCEPLION FIOW 3.7.1 ..o 40
2.4.6 EXCEPLION FIOW 3.7.2 ..ottt 41
2.4.7 EXCEPLioN FIOW 3.7.3 ... s 42
2.4.8 EXCEPLION FIOW 3.7.4 .ottt 43
24.9 EXCEPLiON FIOW 3.7.5 ... 44
2.5 Use Case 4.0 Push file from Broker...........coocvvininii, 45
—-—

Technical Design (e 5



Version 9 — Design Baseline — 12-08-2009
Copyright © 2008 - 2009 National Association of State Workforce Agencies. All Rights Reserved.

251 MAIN FIOW ... et 45
2.5.2 AlTernate FIOW 4.6.1 ......cc.ooiiiiiiieeeee e 46
253 AEINALE FIOW 4.6.2 ... 47
254 EXCEPLION FIOW 4.7. 1 ...t 48
255 EXCEPLION FIOW 4.7.2 ...t 49
2.5.6 EXCEPLION FIOW 4.7.3 ...ttt 50
25.7 EXCEPLION FIOW 4.7.4 ..o 51

G V] = T N I I 1YY 52
3.1 PUIPOSE. ..t r e n e 52
T B -0 | -1 o PSS 52
4  MESSAGING FRAMEWORK ... 73
4.1 PUIPOSE. ..ttt e et rees 73
4.2 SOAP L1 ettt bt b e e et ee s 73
4.2.1 SOAPACLION ...ttt ettt bbb e e e 73
4.3 Message Transmission Optimization Mechanism (MTOM) .......ccccvvriiinieninniniiennn, 73
4.4  Web Services Description Language (WSDL) .....ccccvvieiieiieie e 74
441 SEALE POSL....ce et nae e 74
4.4.2 SEALE PUIL ... 74
443 State Re-Pull by StateSoapTransactionNUMDEr ...........cccoveiiiniiiiiiieneeecee, 76
4.4.4 State Re-PUIl DY DAte.........cccooeiieieee et 77
445 State Pull ACKNOWIEAGEMENT.........ccoiiiiiiieese e 78
4.4.6 EMPIOYEITPA POSE ..ottt enes 79
4.4.7 EMPIOYEIrTRPA PUIL......ooi e s 79
4.4.8 EmployerTPA Re-Pull by EmployerTPASoapTransactionNumber..................... 80
449 EmployerTPA Re-Pull DY Date .........cccooiiiiiieeeeee e 81
4.4.10 EmployerTPA Pull AcCKNOWIEdgemENt..........cccuevuveiieiiirieeie e, 83
4.5 DOCUMENT EITON COUBS ...ttt bbb 83
451 Claim Request Acknowledgement Error COdes .........cccvveienerencnenisieeeeen, 83
45.2 Claim Response Acknowledgement Error COdes.........ccoveveeeeiveveciesieesieseesnean, 84
4.6 SEAIE WSDL ...ttt ettt 89
4.7  EMPIOYEITPA WSDL ..ottt 89
D T B I | 1= PSPPSR 89
4.8.1 State TransSMIiSSIONQUENY. XS .......ccvieiiiieiieeie et 89
4.8.2 EmployerTPATransmisSioNQUENY. XSO .......cceiiiiiirieieieiesie e 90
4.8.3 TransmissionQueryCommonElements.XSd.........ccoevviieiieiecie i 90
48.4 SeparatioNREGUEST. XS ......c.veiiiiieieiesiieeeee e 90
4.8.5 SeparatioNRESPONSE.XSA.......eciveiieirieie et esre e, 90
4.8.6 RequestResponse TYPEEIEMENTS.XSA. .........cooiiiririiieieieee s 90
4.9 SOAP HEAUEIS ...c.viiviitieiieiieie ittt sttt e b bbb b e een e e e e s 90
49.1 State POSE (NP FEQUESL) ....ovveeeeiceccieeieee e 91
4.9.2 State Post Acknowledgement (http reSPONSE)........ccvvvevveieiiieieese e, 91
4.9.3 State PUIl (NP FEQUESE). ....c.veeeeeiieieceeeee e 92
4.9.4 State Re-Pull by StateSOAPTransactionNumber (http request)...........cccceevveneen. 92
4.9.5 State Re-Pull by Date (NP reQUESE) ......ccveiiieieierieeee e 92

ITSC

Technical Design



Version 9 — Design Baseline — 12-08-2009
Copyright © 2008 - 2009 National Association of State Workforce Agencies. All Rights Reserved.

4.9.6 State PUll (NEEP FESPONSE) ....veeveeiieiiieie ettt 92
4.9.7 State Pull Acknowledgement (Nttp reqUESE) ......cccvevveiieveeie e, 92
4.9.8 EmployerTPA Post (NP rEQUESL) ......ocvvieiiiiiieiese e e 93
4.9.9 EmployerTPA Post Acknowledgement (http reSponse) .......cccccvevvevverieeeesinereene 93
4.9.10 EmployerTPA PUll (NP rEQUESL) ...cc.veiveeiieie e 93
4.9.11 EmployerTPA Re-Pull by EmployerTPASOAPTransactionNumber (http request)
93

4.9.12 EmployerTPA Re-Pull by Date (http request) ........cceocvevveriesieere e, 93
4.9.13  EmployerTPA PUll (NP rESPONSE) .....ccvveiiiiiiiiieiieie et 94
4.9.14  EmployerTPA Pull Acknowledgement (Nttp request) .......ccccevveverieerieerieseennnn, 94

5 SECURITY FRAMEWORK .....uuttitiiiiiiiiiiiiiiiiiiiiiiiiiiiiieinseseesssssessasssnsanesnennnnnes 95
5.1 PUrPOSE and SUMMATY .....ccveiiieieiiecieere s seeste e se et e e sae e teeae et esseeaeeneesreeneennes 95
5.2 Transport-Layer SECUrity: HTTPS. ... e 95
5.3  Message-Layer Security: Sender’s X.509 Certificate and XML Digital Signature...... 95
5.4 Message-Layer Security: XML ENCrYPLION........c.ccoveiiiieiiiieniesieeie e 96
5.5 Message-Layer Security: XML Secure TimeStamp........ccceverieerreresieeieerieseeseereennens 96
5.6 Example State Post SOAP message with Message-Layer security applied ................. 96
5.7  Application of Security to the SOAP MESSAQE.......cccoeiirreerierierieeriesiesee e eree e see s 99
6 PUTTING IT ALL TOGETHER ......ottiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeieeesiseiiiieneeeeee 100
8.1 PUIMDOSE.....iitiiiicicic s 100
6.2  Sample State Post Soap Message File ... 100
6.3  Sample Acknowledgement to @ POSL...........ccccoviiiiiiiiiic 113
7  WEB SERVICES DESIGN .....cuiiiiiitiiiitiiiiiiiiiiiiiiisiieieeeieneseesseesseseeessseeeeeeeens 117
7.1 PUIPOSE. ..ttt e ettt r e rr e 117
A O - T3 B T T Vo -V SR URRTRRP 117
7.2.1 PaCKaQge DIAQIAM .....coveeieiiecie ettt e e ste e e sraesae e nneas 118
7.2.2 Domain Class DIagrams .........cc.ccvveiieieiie e s se e 120
7.2.3 Schema Class DIAGIAM ........cvoieieieieiesie et 121

S 0 NN N 1V 0 122
8.1 PUIPOSE. ...t 122
8.1.1 A Tol0] oS OPR PRSPPI 122
8.2 DeSigN CONSIAEIATIONS ......cveiviriiieiiiieiiei ettt bbb 122
8.3 DESIGN TECHNIQUES.......eivieii ettt ste e e e sreeaeaneenne e 122
8.4 SUDJECT ATBAS ...ttt bttt b e bbb 122
8.5  Entity relationship diagrams ..........cceiieiiiii i 124
8.5.1 (00 0] 0 =Tt (o] o PRSP UP PRSPPI 124
8.5.2 State Separation Claim REQUESL...........ccceiviiieie e 125
8.5.3 Employer/TPA Claim RESPONSE ........oviiiiiriesiisiisieeee et 126
854 L LT PP TR PP PR UPRUPROPRS 127
8.6 ENtItY DEfiNITIONS. ....c.eiiiiiiiieiie e 128
8.7  ENItY ALIIDULES....cviiee e 130

Technical Design



Version 9 — Design Baseline — 12-08-2009
Copyright © 2008 - 2009 National Association of State Workforce Agencies. All Rights Reserved.

8.8  Parent-Child RelationSNiPS .........coviiiiiiiiiie e 162

9 STANDARDS, BEST PRACTICES AND PATTERNS ......cooiiiiiiiiiiia 165
9.1 PUIPOSE. ...ttt 165
9.2  Standards/Best PractiCeS Chart ..........cccovieieriiiiiiisisieeie e 165
9.3 PALEEINS. ... 165
9.3.1 Model-View-Controller (MVC) Pattern ........cccccevveveieene e, 165
9.3.2 FACLOrY Pattern ... 166
9.3.3 Data Transfer ObJect PALtern ..........cccceiieeiieiesiese e 166
9.34 Data ACCESS ODJECT PALtEIN.....c..iieeieiiie e e 166
9.3.5 HTTP Request/ReSpONSe Pattern..........cccevveieiieii e 166
9.3.6 SINGIETON PAIBIM ... e 166
9.3.7 Template Method Pattern...........ccooeiiiiieie e 166

10 TOOLLS e 168
LO.1  PUIMPOSE. ..ttt ettt ettt ettt e bt e e bt e e sab e e e st e e e nnb e e e bt e e e br e e nrns 168
O o] 110 L RSP URTRRPI 168
10.2.1  PMD (ECHPSE PIUG-IN) ...eiiiieiiiieiieie ettt 168
015 N 11 1 USSP PRRR 169
104 SOAPUIL .o b bbbttt b et bbbt 169
ORI = - Vo | =70 USSP PSR 171
10.6  ERWIN .ottt bbb bbbt 171
11 APPENDIX ..o 172
11.1  Requirement Traceability MatriX.........ccccceiverieieiieii e 172

Technical Design



